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ABSTRACT: In late 2005, the Department of Homeland Secubtyl$) selected a multi-University consortium led by
the Johns Hopkins University (JHU) to form a Na#ib@enter for the Study of Preparedness and Catpsic Event
Response (PACER). One of the initial three-yeassifcutting projects being performed by the PACER@ar is the
construction of an initial integrated M&S framewddcused on preparing for the response to cata$tiopvents. This
project, started in the fall of 2006, is led by tApplied Physics Laboratory of JHU (JHU/APL), amivélves
researchers from the University of Alabama at Birgiiam (UAB), Florida Atlantic University (FAU), Fida A&M
University (FAMU), and the Brookings Institutiohe first prototype simulation federation was depeld using the
High Level Architecture (HLA) standard — an Urbahdmical Disaster federation completed in the wimte2007-08.

Building upon a technical paper presented at th@72@all Simulation Interoperability Workshop (pap@rF-SIW-
048), this paper will present a detailed view af ttesign of the Command and Control constructiveikition federate
and the mechanisms developed for interoperabilith shemical sensor and traffic flow models of thikban Chemical
Disaster federation. The Command and Control medpports analysis of strategic, tactical and ogienaal planning
and activities, including deployment of resourced aaintenance of situational awareness duringisiiinvolving a
toxic industrial chemical spill that potentially gaires the rapid evacuation of parts of an urbaear The Command
and Control model follows the guidelines of theideat Command System, which is mandated by laallfétazardous
Materials responses in most states.

1. Background
1.2 Integrated M&S Framework Project Background

1.1 DHS PACER UCE Background

As part of its research program, the PACER Cenésr h
In late 2005, the U.S. Department of Homeland Sgcur established several integrated cross-cutting pteje©ne
(DHS) selected a mu|ti-University consortium |edth¢ of these is the construction of an initial IntegditM&S
Johns Hopkins University (JHU) to form a Nationaffamework focused on preparing for the response to
Center for the Study of Preparedness and Catastropgatastrophic events. This three-year projectfeddan the
Event Response (PACER). As stated in the Brodall of 2006, is led by the Applied Physics Laborgtof
Agency Announcement (BAA) for the solicitation unde JHU (JHU/APL), and involves researchers from the
which the Center was established [1], the Center Idniversity of Alabama at Birmingham (UAB), Florida
performing research into preparation for h|gh.At|ant|C UniverSity (FAU), Florida A&M UniverSity
consequence events, and its research is addresmng (FAMU), and the Brookings Institution. Ultimatelyhe
technical, systemic, behavioral, and organizationd/1&S framework is intended to provide a composalge s
Cha”enges such events pose. The Center is er!gagin of simulations that can be used as an aid to a@egisi
mission-oriented research to significantly enhamice Makers in training/rehearsal for responses to tafstsc
capabilities of first responders and others. events.

This research was supported by the U.S. Departafddbmeland Security (Grant Number N00014-D6-1-0991
through a grant awarded to the Center for StudPeparedness and Catastrophic Event Response (PA&ERe
Johns Hopkins University. Any opinions, findingmclusions and recommendations expressed in tification
are those of the author and do not represent thieyor position of the Department of Homeland Sigu



1.3 Project Objective and Specific Aims

emphasis on developing an effective Incident Actiban

(IAP). Figure 1.1 (from NIMS) illustrates the majsteps
The overall objective of the project is to develap of the planning process.

unifying common simulation framework into which

smaller, more focused, simulations developed Withinl/"

PACER and/or by other DHS entities can be integrate
address, in a synergistic fashion, various multi-
disciplinary problems associated with catastrophigh-
consequence events. The specific aims of the giraje

to:

Develop a unifying framework for integrating and
applying the most promising modeling and simulation
(M&S) tools available to address distribution and
allocation of resources, to determine the effectd a
efficacy of interventions, and to evaluate long¥ter
consequences of preparedness and response ssategis

Integrate, into interoperable simulation federation
selected sets of simulations of diffusion and disjp®

of chemical, biological, and radiological (CBR)
agents, transportation networks, emerging infestiou
diseases, and behavioral epidemiology.

Make available such tools to policy-makers, public
health professionals, and other end-users in aiwler
aid decision-making, and identify specific trainiagd
educational needs.

1.4 Emergency Response Command and Control

The United States Department of Homeland Secusdty h
released and continues to update a set of docurtteaits
provide guidance for emergency response agendiés.

National Response Plan (NRP) [4] establishes alesing
comprehensive  approach to domestic incident
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Figure 1.1 NIMS Planning Process.

management to prevent, prepare for, respond o, affle |aP aligns key roles and responsibilities, ltithes
recover from terrorist attacks, major disasters] ather objectives and specifies the actions required fue t

emergencies. The NRP is scheduled to be replagéiteb \ission areas involved in the incident. These imiss

National Response Framework (NRF) [5] in March of;q55 include:

2008. The National Incident Management System
(NIMS) [6] provides a systematic approach for agesic
to respond to and mitigate the effects of incidémtsrder
to reduce the loss of life, property, and harm he t
environment. NIMS requires that jurisdictions atltpe
Incident Command System (ICS) [7], a standardined,

scene, all-hazard incident management concept, as a

condition of receiving Federal preparedness funding

The ICS standard calls for the establishment of an
Incident Command Post (ICP), from which the Inctden’
Commander or Unified Command oversees all incident
operations. The ICS also provides common termmolo °
for organizational functional elements, positiorles,
facilities and resources. The ICS places considera

Establishing, planning, and operating incident
command;

Dispatching of response resources;

Hazard assessment, prediction, monitoring, and
sampling;

Alerts, activation and naotification;

Evacuation and/or sheltering of downwind
populations;

Traffic and access control;

Victim treatment and transport;

Protection of special populations; and

Public information activities.

The IAP allocates responsibility among various
government and private agencies. Our initial sdena



focuses on the responsibilities of the Fire Departm This tunnel was the site of a derailment and fira train
(Hazmat assessment/response and coordination afchaz carrying hazardous materials in the summer of 2801t
monitoring) and the Police Department (dissemimatib ~ was felt that the approach to the tunnel would be a
warnings, traffic control and management of the realistic site for the scenario. Coincidentallydexailment
evacuation). of a train transporting hazardous materials occlimdate
November 2007 on the same segment of track selémted

2. The Urban Chemical Disaster Simulation — the scenario, but there was no release of the tazar
Objectives and Scenario materials.

2.1 Objectives

As discussed in two earlier papers on the projg
presented at the 2007 Fall and Spring Simulati
Interoperability Workshops [2,3], the six objectvef the
Urban Chemical Disaster (UCD) simulation federatoe
as follows:

1. To demonstrate a prototype simulation capabiligt thg
establishes an Initial Operating Capability (100G} f
the PACER integrated M&S framework.

rd St
dangerous chemical agent in a representative urlgs
environment  under  representative, varyi
environmental conditions.

3. To simulate realistic sensing mechanisms av‘q
command and control strategies to respond to t
catastrophic event for several hours after thaainit:
release. -

4. To simulate a representative flow of traffic thattd m"m_ﬂ : s
result on the urban road network, and realistiffiera Figure 2.1 Scenario Location in Downtown Baltlmore
routing and signal control strategies that could be
employed.

The scenario starts at 11:00 am on a clear spring

Afternoon (April 15, 2008), with an ambient tempera

gf approximately 75 degrees Fahrenheit, and light

r

5. To execute the simulation federation for a scenari
agreed to be realistic by local subject matter espe
(SMEs), incorporating the elements in objectives
through 4 above, over a reasonably-sized urban a
(e.g., 2 km by 2 km in size).

approximately 2.5-knot) winds from roughly a scuth
thwest direction. A train, which includes niki

railcars containing chlorine, is moving west to teasd

6. To ensure, by the judicious selection andhen turns to the north. A satchel-sized explgsive
modification of simulation components, that theassumed to be previously placed surreptitiously aby
simulation federation can execute in real time (oterrorist on one of the railcars containing chlerivear the
faster) on a small set of affordable desktop otopp rear of the train (on the west-to-east segment),

personal computers. detonated remotely, rupturing the railcar. Théntris
assumed to stop at this point, but several minlates, a
2.2 Scenario second explosive located on a chlorine-containailgar

near the front of the train (on the south-to-nagigment)
At the UCD simulation federation kickoff meetingglti  is detonated remotely, rupturing it as well.
at the FAU Jupiter, FL, campus on February 8-9,72@0
2 km x 2 km area in downtown Baltimore was seleeed The hole in each ruptured railcar is of such a izt the
the location for the scenario. Figure 2.1 is aerbead chlorine escapes slowly in gaseous form, formirajoad
image of this area, from GoogleEarth. In the loleérof that gradually moves, driven by the prevailing vend
the area is a railroad track that proceeds westast, toward the city center. Alerted by the explositogal
south of the football stadium, and then turns ®nbrth, emergency response units follow standard proceduares
entering a tunnel just southeast of the basebaflism. responding to the event and in assessing the isituat



News reports begin to emanate from local TV andoradThe situational awareness features should enablgsas
stations. After assessing the situation, local mamders of the levels of data and information availablehe
make the decision to direct that people in the down responders. There should be a representation of a
area evacuate. Police in protective gear are tispd to  situation map that can be enhanced or degraded to
intersections, and traffic signals are also usedlitect simulate:

traffic away from the affected area. Chemical sessre -  Perfect knowledge of the situation (ground truth);

placed at selected locations to monitor the chéorin.  Partial awareness to represent actual inputs from

concentrations. The volume of traffic in the dowwab human observers and available sensor technologies;

area increases as more individuals react (eithethein . |ncorrect or incomplete awareness to represent

own or in accordance with orders to evacuate)dwvdehe communication failures due to technical

area in vehicles. complications or misunderstood information
exchanges.

2.3 Command and Control Simulation Objectives

- o The situation map should be continually upgradedindu
The specific objectives of the Command and Cor®)  the incident response. The’ @sponse assessment and

model are to: activation features should enable analysis of wid
- Simulate realistic command and control strategies f command activities including:
responding to the catastrophic event for severatdio . |nitial detection of the incident;
after the initial release; . Dispatch and arrival of response personnel to the
Select strategies and provide commands to other scene;
models for simulated implementation of the . Assessment of the situation:
strategies; . - Initiation of incident command procedures;
Simulate evacuation of the affected area by - Development of an Incident Action Plan (IAP);

interfacing with a traffic control model;

sensor technologies and sensor deployments; and  analysis of the implementation of the IAP and ideiu

Control the simulation clock for real time or faste . Deployment of response personnel:
operation of the federated models. . Deployment of observers and sensors;
. i - Development and implementation of evacuation
Figure 2.2 from the NRF shows the major steps ef th strategies:
eMmergency response process. Hazmat situational awareness updates from sensors;
and
Gain and Maintain - Evacuation traffic status updates.

Situational Awareness _ _ _
3. UCD Simulation Design and Components

l 3.1 Overview

Assess Situation &

From a functional perspective, in addition to siatign

Activate HESDQHEE management, data logging and visualization, thezesix
separate functions that must be performed by th® UC
simulation to achieve the objectives:

1. Rupture of the railcar(s) by explosive detonation;

Coordinate Response

Actions 2. Release of the chlorine pollutant from the railsar(
as a function of time;
Figure 2.2 The Response Process. 3. Airborne transport of the chlorine pollutant thrbug

the three-dimensional cityscape;

The & model should include structures that simulatd. Sensing of chlorine concentrations at various
aspects of each of these steps. locations;
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Figure 3.1 UCD Simulation Block Diagram.

for incompressible flow simulation using generalize
grids. An illustration of the simulated wind field
shown in Figure 3.2.
6. Traffic flow of vehicles through the urban road Wy -
network. ( =

5. Command and control exercise by local emergency
response units;

3.2 Non-Real-Time Simulation Components

Figure 3.1 shows the design concept for the UCI
simulation, including both the non-real-time compots

to be executed prior to federation execution, dnedreal- -~
time components used during federation executitomga

with principal data flows. The design of the n@alrtime
components is discussed in detail in the previcagep

[3]. A synopsis is provided here: Figure 3.2 Computer simulated wind field in the dy

1. The simulation of the explosive detonation an of Baltimore.

resulting railcar rupture was performed b,

researchers at FAMU using the LS-DYNA transient

dynamic finite element simulation program. 4. The computation of the chlorine pollutant in thengbi
field was also performed by researchers at UABe Th
general form of a species equation for the trarisgfor
chlorine through the urban area was developed.

2. The computation of the source strength of chloage
a function of time as a result of the railcar ruptu
was performed by researchers at JHU/APL using
three fluid discharge sub-models derived from Re
[10].

3. The computation of the wind field in the urban are&.3.1 Introduction
was performed by researchers at UAB. A Shapefile
of the cityscape provided the boundaries an@®nce all of the computations required to be done in
elevation of buildings [11]. The buildings wereadvance had been performed, the real-time UCD
represented as sets of triangulated solids. Allpara simulation federation was executed. There are four
finite-volume, cell-centered scheme was developegrincipal simulation components in the federatian (

t3.3 Real-Time Simulation Federation Components



addition to simulation management, data logging] arsafety perimeter, and measure the effectiveness of

visualization): decontamination efforts.

- The generation of chlorine pollutant concentrations
three dimensions as a function of time; 3.3.4 Traffic Flow Modeling
The sensing of chlorine concentrations at selected
locations The modeling of traffic flow as the result of the
The generation of traffic flows as a result of the emergency scenario was performed by researchers at
response actions taken. FAU using the AIMSUN version 5.1 simulation program
The command and control of emergency response
actions. Data was acquired to determine the length of streein

pockets, and lane configurations. The signal tgramd
Each of the above is discussed in the sectionddhatv.  phase configuration were received from the city of

Baltimore. Most of the signals were pre-timed,uieigg
3.3.2 Pollutant Concentration Generation that signals be reconfigured in any evacuation .plan

Origin-destination (O-D) matrixes were based on the
The realtime generation of chlorine pollutantPopulation and estimated number of daily commuters

concentrations in three dimensions as a functiotinné the affected region.

was done by researchers at UAB, using the restiltiseo

computations of the wind field and the pollutartnsport The road network shown in Figure 3.3 has the falgw
done in advance. Detailed modeling of chemicakharacteristics:

biological, and radiological (CBR) agents through a: 475 Sections;

urban area is a computationally intensive processveas - 156 Intersections;
not practical for real-time implementation. In ord® - 37 km Section Length;
incorporate the simulation results into the realeti . 97 km Lane Length; and

emergency management simulation, prediction of 28 Centroids (22 zones and 6 exits).
pollutant transport in, or faster than, real timdiles

maintaining a certain level of accuracy is required
Therefore, a set of wind fields and pollutant
concentrations in the City of Baltimore was pre-poied
based on specific prevailing wind conditions, aadesl in

a database for access during the real-time siroulatiA
data interpolation algorithm was developed to ptevan
estimated path of the CBR agents through the urban
environment.

3.3.3 Pollutant Sensing

The modeling of pollutant sensors was performed by

researchers at JHU/APL using a modified versioraof

commercial sensor monitoring and response product.

JHU/APL had the Chemical, Biological, Radiological,

and Nuclear (CBRN), Early Warning and Decision

Support System, SENTRY™ modified by the developer,

ENSCO, Inc., to accept simulated sensor data frioen t

other models in the federation. The sensor matplests

pollutant concentration data from the pollutant

concentration generation model at locations thatesent Figure 3.3 Road Network as Constructed in
sensors in the field, which may be mobile. Sens Simulation.

capabilities include identification of toxic substas and
comparison of concentration levels to toxicity girelds.
Sensors require a minimum dwell time and can geémer
false positives - in an urban environment, diesdlaeist
can interfere with sensor accuracy. The sensaulation
publishes results to other federates. Sensortsesaih be
used to identify and monitor toxic substances,bdisia a

3.3.5 Emergency Response Command and Control

he modeling of the command and control of emergen
response actions was performed by researchers at
JHU/APL using the AnyLogic version 6 simulation koo
The command and control structures in the modédbviol

the Federal guidelines defined in references [4-The



ICS standard calls for the establishment of andkwi
Command Post (ICP), from which the

operations.

Our scenario utilizes a Unified Command since thkcp
and fire departments share responsibility for thedent
response.
different legal, geographic, and functional auttiesi and
responsibilities to work together effectively withto
affecting individual agency authority, responstlili or

Incident
Commander or Unified Command oversees all incident

Unified Command allows agencies with

Establishing, planning, and operating incident
command;

Dispatching of response resources;

Hazard assessment, prediction, monitoring, and
sampling;

Alerts, activation and notification;

Evacuation and/or sheltering of downwind
populations;

Traffic and access control.

The & model maintains a representation of the Incident

accountability. Under a Unified Command, a singlec,nmander's situational awareness based on seagor d

coordinated Incident Action Plan will direct alltaties.

Symbol Description

Incident Command Post

Hazardous Material Identifier:
Blue: Health
Red: Fire
Yellow: Reactivity

Chemical Sensor

Police Department

Fire Department

Figure 3.4 ICS Symbology

The ICS also provides common
organizational functional elements, position
facilities and resources. All maps should incli&t=ale,
Title, Author, North arrow, Date and time (STAND)ch
make use of a standard set of symbols [12].
displays some examples.

The & model simulates some of the actions called for
the Incident Action Plan (IAP) for the mission aea

involved in the incident. These mission areasudel

terminology for,

titles

and field reports. The ‘Cmodel subscribes to the
pollutant concentration information published bye th
sensor model. It also obtains traffic flow statof
evacuation routes from the traffic model. TherGodel
communicates with the traffic model to:
Initiate evacuation plans for parts of the affected
area;
Prevent traffic from crossing within the safety
perimeter;
Dispatch police officers to traffic control locatis;
Dispatch fire and emergency medical resourceseo th
incident site; and
Dispatch Hazmat team to the incident site.

The ¢ model communicates with the traffic model to
indicate the time required for police, fire, emerge
services and Hazmat units to arrive at designated
locations.

A constructive simulation was used to model thédieiat
from the initial reporting to the 911 communicason
center through several hours of incident response
activities.

3.4 Federation Design and Components
3.4.1 Federation Object Model

The Federation Object Model (FOM) focused on the tw
core data agreements that would be active durimg th
running of the simulation over HLA. First, the pdament

of sensors by the Command and Control model and the
resultant view of the chemical plume it receivetkcond,

the activation and deactivation of city traffic nagiement
policies in reaction to information about the cuatréevel

of usage of the city road network.

Fig The first task in the FOM design was to decide how

represent the chemical plume. The pollutant
iHansportation model currently maintains chemical

concentration about all locations within its three-
dimensional region and not just the limited areathef
plume within it. One technical paper we had, [&fered



a mechanism for representing the complex shapenof 8.4.2 Integrating Non-HLA Simulation Tools
atmospheric release as a published object in HLA.
However the needs of the federation only requirethtegrating the Non-HLA simulation tools was done
accurate chemical density readings at the locatdrtee through the creation of core documents that would
sensors placed by the Command and Control model. répresent the currently agreed configuration of the
was decided that the pollutant transportation medelld federation. Integration began by defining the ispu
subscribe to the sensor locations published by theeded by the tools. Next, the interfaces between
Command and Control model and update their dessitieomponents were defined by outlining the data
periodically. Our sensor model would listen to sthe expectations of each tool in the agreement (i.e.tyipe
“ground truth” densities and, based upon its iraérnand units of the respective inputs and outputd).thik
modeling of the sensor, would report sensor detesti agreement was acceptable to both sides it wasdedor
back to the Command and Control model. If, however, there was a gap (such as an outputted

variable not being in an unit of measure that cdddead
The baseline of our FOM would be the work laid out in by the subsequent tool), it was noted, and alfin
[9]. The Base Object Model (BOM) it defined oudlth decision was made as to which side of the interfexeld
several modes of publishing sensors as well asiptault need to modify their tool to accept the new agregme
types of available sensor characteristics. Thesasn
would be points of Latitude and Longitude givenhaétn i
altitude above ground level (the CBNSensBOM obje 4. Command and Control Model Design and
class CBNSensGroundPointListen). Derived from thg:Omponents
class would be two subclasses: SensPointMobile and , )
SensPointFixed.  SensPointMobile would be thos&1 HLA Integration Implementation
sensors placed by the Command and Control model and ] o ) ]
reported by the sensor model. SensPointFixed wbeld 4.1.1 Overview of AnyLogic Simulation Environment
the locations specified at start up as locationstefest to ) ] .
be recorded during the running of the simulatiod ased 1he HLA federation consists of the following progis
later in any post-processing. and federates:

- Pitch 1516 RTI;

Based upon the density updates to the sensors oy th AnylLogic vesion 6.2;

pollutant transportation model, our sensor modetldio - SENTRY™ sensor model;

send interactions of type CBNReptGroundPoint AIMSUN version 5.1,

representing a detection report of a sensor (ifledtby -  Pollutant Concentration Generation program; and
its object instance handle included in the intéoagt - Pitch Recorder for data logging.

The representation of traffic in the FOM was splitAll federates are time regulating and time constdi
between the data associated with the road netwatklee The C federate has convenient controls to pause, slow
commands sent by the Command and Control model. Almwn or speed up the federation, as shown in FigLire
HLA object class RoadSection was created that would
map to the individual component sections that casegr
the roads in the AIMSUN traffic model. This objetass
had several attributes representing the currensgetd
limit on the section as well as the average spéeihiffic
and average density of vehicles per kilometer.taimses
of this class would be published by the traffic mlbdnd
subscribed to by the Command and Control model. ) o )
Figure 4.1 AnyLogic Simulation Controls

A set of interactions were then created withini@M to  \yjth all federates active the operating speed af th

allow the Command and Control model to activate anggeration was approximately 10 times real timehe T
deactivate traffic management policies on the 'UaffAnyLogic and AIMSUN simulation platforms are not
model.  Parameters within these interaction class@gtively HLA compatible. Wrapper code was devetbpe
uniquely identified the policies in question allogithe {5 gllow use of the products with HLA. The wrapjer
Command and Control model to have any permutatfon @|MSUN also includes code to enable use of its

policies active at a given time. Application Program Interface (API) by thé @odel.



4.1.2 AnyLogic G Model HLA Wrapper define the application programmers interface (Adgd

by € models: C2WrapperAmbassador and
The HLA wrapper for the tmodel was constructed usingC2ModelAmbassador . The & wrapper defines a class
a federate architecture written in Java. The fe@er called C2WrapperAmbimpl that implements the
architecture has a modular design so that the meduICZWrapperAmbassador interface. In order for a2C
used to construct federates are reusable and él&ntn  ygdel to use the owrapper, it defines a Java class that

fact, the modules developed for thé @odel wrapper implements th&€2ModelAmbassador interface.
were reused in the construction of the wrapper tfar

plume federate. During initialization, the €model constructs an instance

of C2WrapperAmblmpl and initializes the Ewrapper
by calling initializeAsLibrary passing the
implementation of C2ModelAmbassador as a
parameter. The Tmodel makes requests of theé C
wrapper by calling methods on the instance of
C2WrapperAmblmpl . Similarly, the € wrapper passes
back information provided by other federates thioug

The federate architecture defines the following uies:
General HLA Federate Support
RTI-specific Federate Support
FOM-specific Federate Support
Federate

Figure 4.2 AnyLogic synchronization loop

methods on th€2ModelAmbassador .
An implementation of each is required to constract
functioning HLA federate. Each module depends e a To properly function within the federation,? @nodels
extends those listed previously. The General HLAnust simulate through logical time in lockstep witte
Federate Support module defines classes generall to other participating federates. The® @rapper API
federates that use the federate architecture. RTle provides this functionality through the method
specific Federate Support module provides basesa&das simulatedToTime ~ on C2WrapperAmbassador .
that define the skeleton for federates that comoatei The G model calls this method passing the current
over a common RTI using a common HLA standardimulated time as a parameter. THewZapper requests
interface. The module developed for this role pies a that federation logical time be moved forward thyouhe
federate skeleton that interfaces with the Pitchl RTHLA call timeAdvanceRequest . It does not return
through the IEEE 1516 standard interface. The FOMwontrol to the € model untili the HLA callback
specific ~Federate Support module contains thgmeAdvanceGrant s received. The time granted by
components of the architecture that are generaalito he RT| is returned to the’@nodel as the new simulation

federates that use the same FOM and are designed;ifQt The & model simulates up to the returned time and
operate over the same version of the RTI. The f€le i1on callssimulatedToTime again.

module extends the generic federate skeleton pedvid
the RTI-specific Federate Support module to defime

behavior of the federate. Figure 4.2 shows how this sequence is implemented b

the AnyLogic & model used in the Urban Chemical

. Disaster Simulation prototype. The source node
In the case of the ‘OWrapper, the Federate module Is(initializeWrappelf is configured to initialize the wrapper

implemented as a support mOdP'e for tr?_entibdgl. The through initializeAsLibrary . The delay node
users of the Urban Chemical Disaster Simulation bay espectRTICIock calls simulatedToTime and sets

) ; . . [
interested in comparing various command and contréjle delay of the node to be the difference betwd

fhoehcfﬁ 3::;? wrt;re ér:foer)r(n?)t;(;r; S;#r?rizlrf;coesthrpgl(gh current simulation time and the time limit returregdthe
PP P y wrapper. During this delay, the other modules tof t

model can interact with in order to act as af@lerate. Anvioaic model are simulated The co node
The C wrapper exposes two Java interfaces that togethery 9 ' Py



(repeatRTICycle causes the loop to begin again at th@ecause the Tfederate wrapper has a modular design, it

delay node. is added to a €model simply by including a set of Java
jar files in the classpathenvironment variable of the

Sensor management is provided to tfen@del through application. For €models that are not implemented as a

C2WrapperAmbassador methods: full application, the €wrapper provides a mode where it
deployNewMobileSensor( fills the role of the main application and thé @odel is
String sensorID, loaded as a library. This mode requires a slightly
double latitude, different sequence of initialization and logicaimé
double longitude, synchronization method calls due to the reversal of
double altitude) component roles however results in effectively shene
disableMobileSensor( federate.

String sensorlD)
enableMobileSensor(
String sensorlD)
enableMobileSensor(
String sensorID,
double latitude,
double longitude,
double altitude).

4.1.3 Sensor Model Interface

In the current scenario, the deployment of pointecte
chemical sensors is modeled by the interface betwhee
C? model and the sensor model. THen@del can deploy
sensors at arbitrary locations and activate, destetior
move individual sensors. The sensor model, a ousto
subset of the SENTRY™ product described earlien, ca

Sensor density updates received by the wrapper aa}asomate raw sensor readings with algorithmic Seen

: events.” The sensor model supplies a map-based
?:r;l\\;llgg(elemtb(;ssat(?gr mitho:jn'OdEI through  the situational awareness display that uses the samnatien

updateSensorDensity( map as the ﬁmodel. The émodel can also display
String sensoriD sensor event information on its represer!tatlc.)p.hﬂ t
double density)’ situation map. The sensor mo_del also suppheg cclam
' to log and review sensor readings for after actinalysis.
The inclusion of standoff sensors deployed at exgiat
locations was discussed as a potential future erdmaant
that would take advantage of the 3D cityscape coctsd
for the other federates.

Road sections are queried by then@del by calling
requestRoadStatusUpdate(
int roadSectionID)

and the € wrapper provides the corresponding roa .
section statistics to the’@odel through %'1'4 Traffic Model Interface
updateRoadSection(

int roadSectionID,

double density

double averageSpeed,

double speedLimit).

The & and traffic models use a script to synchronize the
initiation of an evacuation. Multiple experimenigre
run with different starting times for the evacuatioThe
interface between the models is capable of pengittie
C? model to control the switch to evacuation statuthie

Traffic management is provided to thé @odel through traffic model, but that feature was not implemented

the methods
activateTrafficManagementPolicy(
String policyName)
deactivateTrafficManagementPolicy(
String policyName).

The C model interfaces with the traffic model to alteet
parameters of traffic flow along the key evacuation
routes. The €model simulates the deployment of police
at traffic control locations specified by the céyacuation
plan. After a simulated delay, thé @odel instructs the

. . traffic model to modify traffic behavior at intexg®ns to
Finally, when the € model has determined that thegjmyate the switch from the current traffic sigeahtrol
simulation has ended, It calls 15 police-controlled timing. The AIMSUN API suppsr
sendShutdownMessage ( String reason ) this by enabling the model to invoke traffic “policies.”
which sends th&ederationShutdowhlLA interaction to Using a similar technique, the?@nodel can switch to
the other federates in the federation. Fmallypailzs other traffic policies to simulate changes in theident
tearDownFederate() to cleanly shut down the“C gpyironment, e.g., the toxic chemical plume passing

wrapper. across an evacuation route.



The G model displays the status of the evacuation on its
situation map. The Cmodel can get the current traffic
flow status for any road segment from the traffiodwl
over the RTI. The current implementation chandes t
color of the evacuation routes to red or yellowtba G
situation map to reflect traffic congestion.

4.2 Representation of NRF / NIMS / ICS Policy
Guidelines

The & model addresses each of the major response
process steps enumerated in the NRF:

Gain and Maintain Situational Awareness

Assess Situation and Activate Response

Coordinate Response Actions

Table 4.1 lists the command and control processddte
activities that are simulated in thé @odel to represent
decision making and response actions.

Table 4.1 Simulation of & Processes

Command and Simulated Activities Figure 4.3 Incident situation mag
Control
Processes
Detect 911 Call 4.2.2 Assess Situation and Activate Response
Coordinate Police and Fire Transit to Scene and
IAntl:ttIi?/}teielgmdem Command System The situation assessment indicates that an evacuaiiy
: be required. The @nodel updates the situation map with
Dl SIS [Ek i identification of evacuation routes and traffic
Strategy, Plan Set Up Command Post .. .
and Tactics Establish Perimeter management positions that must be manned (Figdre 4.
Select Evacuation Routes from Google Maps). The ‘Cmodel also animates the
Create Situation Map deployment of chemical sensors.
Allocate Deploy Point-Detect Chlorine Sensors
Resources, Deploy Police for Evacuation Traffic
ASS'Q” Tasks Control R - 4.2.3 Coordinate Response Actions
Monitor Update Situation Map with Resource
IR %?EF',?{Z;“ ﬁr:fsﬁc Status The & model simulates the deployment of police at key
Display Sensor Readings intersections and notifies the traffic model tcenltraffic
Activate/Deactivate Traffic Policies flow accordingly. The situation map is periodigall
updated with data from the traffic and sensor n®del
4.2.1 Gain and Maintain Situational Awareness illustrate the evacuation traffic flow and senseadings.

The UCD scenario begins with an explosion that is
reported by a 911 call. Police and fire departmer. Summary
personnel arrive on scene and establish an ICP aith

unified command structure. Fire personnel identif¢  This paper has presented the methodology used to
hazard from escaping chlorine gas and begin Hazmgulate the command and control of the emergency
operations while the police secure inner and outg@esponse to an Urban Chemical Disaster (UCD). A
perimeters. The Tmodel simulates these actions asjistributed simulation was constructed by the Nalo
delays and animates the activities on the situati@p Center for the Study of Preparedness and Catastroph
(Figure 4.3, from Google Maps). A second explosiogvent Response (PACER). Testing and integratiothef
occurs nearby and the map is updated. simulation federation was completed at JHU/APL in
January, 2008.
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